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Overview

* TYPES OF INFECTION
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* MELISSA VIRUS




Types of Infection

* VIRUSES
 E-MAIL VIRUSES




Viruses

A virus is a small piece of
software that piggybacks on
real programs.




Virus

Virus might attach itself to a program such




= UERYIES

* Moves around In e-mall messages
« Usually replicate itself by automaticall




WORMS

« Small piece of software that uses
computer networks and security holes to




Trojan Horses

* A simple computer program




Difference between Virus and
Worm

The difference between a worm and a
virus IS that a virus does not have a




Why do people do it ?

* For some people creating viruses seems




Viruses

e Viruses show us how vulnherable we are




Types of Viruses

— File infector virus
« Infect program files

— Boot sector virus



http://server1.hypermart.net/webcards/cards4/virus.gif
http://server1.hypermart.net/webcards/cards4/virus.gif

Melissa Virus (March 1999)

Melissa virus spread in Microsoft Word documents
sent via e-mail.




Melissa Virus

Melissa Virus was the fastest spreading




| Love You Virus (May,2000)

« Contained a piece of code as an
attachment.




Code Red (Worm)

 Code Red made huge headlines in 2001
* It slowed down internet traffic when it




Code Red Worm

Designed to do three things
*» Replicate itself for the first 20 days of each




Symptoms of Infection

* Programs take longer to load than normal.
 Computer’s hard drive constantly runs out




Symptoms of Infection Cont..

« Strange sounds or beeping noises come
from the computer.




Protection

« TO protect yourself you need to be
“Proactive” about Security issues. Being
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Conclusion

Be aware of the new infections out there.
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Secondary Memory

» The computer usually uses its input/output channels to
access secondary storage and transfers the desired
data using intermediate area In primary storage.
Secondary storage does not lose the data when the
device Is powered down—it is non-volatile. Per unit, it is
typically also an order of magnitude less expensive than




Memory Types

|. Secondary Memory

Il.Primary Memory

a)RAM

. SRAM

1. DRAM
b)ROM

. PROM

i. EPROM
c)Hybrid

. EEPROM

. NVRAM

iii. Flash Memory
d)Cache Memory
e)Virtual Memory

Primary storage

Central processing unit

| Registers |

Secondary storage

\';.‘\";‘_»‘Off-line storage

Removable medium
-~ CD-RW
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Primary Memory

» Primary storage (or main memory or internal

memory), often referred to simply as memory, is
the only one directly accessible to the CPU. The
CPU continuously reads instructions stored
there and executes them as required.

> Main memory Is directly or indirectly connected




RAM

The RAM family includes two important memory
devices: static RAM (SRAM) and dynamic RAM

(DRAM). The primary difference between them is the
lifetime of the data they store.

1) SRAM retains its contents as long as electrical power




Types of RAM

Double Data Rate synchronous dynamic
random access memory or also known as
DDR1 SDRAM IS a class of memory mtegrated




DDR2, DDR and SDRAM

DDR2 memory is fundamentally similar to DDR SDRAM.
Still, while DDR SDRAM can transfer data across the
bus two times per clock, DDR2 SDRAM can perform four
transfers per clock. DDR2 uses the same memory cells,
but doubles the bandwidth by using the multiplexing
technique.

The DDR2 memory ceII |s stlll clocked at the same

Operational frequency.




The interface uses double DM e vy Cokfrury D ey

200MHz

pumping (transferring data U_l_l_[ U ﬂﬂ.ﬂf

on both the rising and falling
edges of the clock signal to

DRAM core frequency Clock frequency Diata s speed
108M1Hz 10aMHz 200Mbips

LML Fesfi

'I_I'I_I'I.J'I_I'Lﬂ_ﬂ




Types of ROM

Memories in the ROM family are distinguished
by the methods used to write new data to them
(usually called programming), and the number of
times they can be rewritten. This classification
reflects the evolution of ROM devices from




.
PROM

One step up from the masked ROM is the
PROM (programmable = ROM), which s
purchased in an unprogrammed state. If you
were to look at the -contents of an
unprogrammed PROM, the data is made up

entirely of 1's. The process of writing your data
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o€ (OTP) devices.




EPROM

An EPROM (erasable-and-programmable ROM)
IS programmed In exactly the same manner as a
PROM. However, EPROMs can be erased and
reprogrammed repeatedly. To erase an EPROM,
you simply expose the deV|ce to a strong source




Hybrid types

As memory technology has matured in recent years, the
line between RAM and ROM has blurred. Now, several
types of memory combine features of both. These
devices do not belong to either group and can be




JEEPROMS are electrically-erasable-and-
programmable. Internally, they are similar to
EPROMs, but the erase operation Is
accomplished electrically, rather than by
exposure to ultraviolet light. Any byte within an
EEPROM may be erased and rewritten. Once




d Flash memory combines the best features of the
memory devices described thus far. Flash memory
devices are high density, low cost, nonvolatile, fast (to
read, but not to write), and electrically reprogrammable.
These advantages are overwhelming and, as a direct
result, the use of flash memory has increased
dramatically in embedded systems. From a software




1 The third member of the hybrid memory class is NVRAM
(non-volatile RAM). Nonvolatility is also a characteristic
of the ROM and hybrid memories discussed previously.
However, an NVRAM is physically very different from
those devices. An NVRAM is usually just an SRAM with
a battery backup. When the power is turned on, the
NVRAM operates just like any other SRAM. When the




Cache Memory

» A CPU cache is a cache used by the central processing
unit of a computer to reduce the average time to access
memory. The cache is a smaller, faster memory which
stores copies of the data from the most frequently used
main memory locations. As long as most memory
accesses are cached memory locations, the average



http://en.wikipedia.org/wiki/Central_processing_unit

Locality of Reference

« The better the hit rate for level 0, the better off
we are




— Three forms of locality:

« Temporal locality — recently accessed items tend to
be accessed again in the near future (local

IN

ache for awhile as we hope to



Cache Memory

The diagram on the right shows two memories. Each location
In each memory has a datum (a cache line), which in different
designs ranges in size from 8 to 512 bytes. The size of the
cache line is usually larger than the size of the usual access
requested by a CPU instruction,

which ranges from 1 to 16 bytes.




Cache and Memory Organization

« Group memory locations into lines (or refill lines)
— For instance, 1 line might store 16 bytes or 4 words
* The line size varies architecture-to-architecture




— The cache has the same organization but there are
far fewer line numbers (say 1024 lines of 4 words
each)

« So the remainder of the address becomes the tag

—The tag Is used to make sure that the line we
want is the line we found

00000000 words A, B, C....
11110101 words L, M. N....




Types of Cache

— Direct-mapped — each entry in memory has 1 specific
place where it can be placed in cache

* this is a cheap and easy cache to implement (and

pest hit rate



— Set-associative — a compromise between these two
extremes

* by grouping lines into sets so that a line is mapped into a




Direct Mapped Cache

* Assume m refill lines
— A Ilnej in memory will be found in cache at location j mod m
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Assoclative Cache

* Any line in memory can be placed in any line
In cache

placement strategy which might
fWare to implement






Virtual Memory

It iIs a computer system technique which
gives an application program the impression
that it has contiguous working memory (an
address space), while in fact it may be

-
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Memory Is used In

v' Computer




The Paging Process

« When the CPU generates a memory address, it
IS a logical (or virtual) address

— The first address of a program Is 0, so the

a physical



— Assume memory is broken into fixed size
units known as frames (1 page fits into 1
frame)

* We know the logical address as its page #
and the offset into the page




irtual Memory Physical Memory Page Page Table

-M Valld Bit

0
1
2
3
4
5
6
7




 Here, we have a process of 8 pages but only 4
ohysical frames in memory — therefore we must
nlace a page into one of the available frames in
memory whenever a page is needed

e At this point in time, pages 0, 3, 4 and 7 have




Page Faults

« Just as cache iIs limited In size, so IS main
memory — a process Is usually given a limited
number of frames

e OS uses a
ct a page to discard



If that page is dirty, then the page must be written to
disk instead of discarded

— The OS locates the requested page on disk and loads
It into the appropriate frame in memory







* Input - getting data into

Computer the computer

A~ * Input Devices

 — enable users to get




Processing

transforming data
Into information
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Output —
displaying the
iInformation



OUTPUT DEVICE

* Output devices —
enable users to




Keyboard

N — .
Printer

Mouse Microphone
Output

Input

Disks

Permanent Storage



Moving Information
Within the Computer

 Bits that compose a word
are passed in parallel from
place to place.

— Ribbon cables:




Inside the Computer Case

Power Supply 5.25" Drive Bays

Expansion Slots 3.5" Drive Bays




Video Card

 Connects the

computer to the
monitor. It IS a circuit
board attached to the
motherboard that




CD Rom Drive

* The drive that plays Clyg
that has been stored o




CD

 Compact Disk — A typ
device




Floppy Disk Drive

A device that holds a removable floppy disk
when In use; read/write
data to the diskette.




Hard Disk

» Magnetic storage deviceg




RAM

« Random Access Memory

RAM is a computer’s temporar
chips on the motherboard near
or programs while they are L
DOWET.
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Printer

* An output device that prqgdu
paper. It gives informatio
form.




Microphone

 Allows the user to reco
computer.




